The advent of
mobile identity

What level of security and privacy
does itsme® offer?
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Cyber-Security & Secure Development Services
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Alerting & monitoring Compliance & risk assessment
Incident handling & response Privacy by design
Security watch N\ Threat modelling
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Belgium has always been a pioneer in Digital ID o
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Passwords and card-readers ‘
are a source of irritation: .

get annoyed when they
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..when in fact we are not
cautious enough!
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.. and 20%
even write down
their passwords on
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Belgian Mobile ID respects the
guidelines provided by

Belgian Mobile D

IS a consortium of Belgium’s leading
banks and mobile network operators
who have joined together to create
the Belgian reference for mobile
identity and digital privacy.
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ID registrars deliver [&‘ e-Government
trusted identity N
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“En fait, la sécurité de
la carte d'identité
électronique est
transposée dans le
monde mobile.”

SELREGLIGE

Belgian Mobile U

-n;',

“Vanaf begin 2018 zal itsme® ook gebruikt
kunnen worden om je mobiel aan te melden
bij overheidswebsites. Vanaf dan zal je dus
niet langer met je elD-kaartlezer of token
moeten inloggen.”

-Alexander De Croo- ‘



SOLUTION
TYPE

SECURITY
LEVEL

TRUST
LEVEL

SERVICE
SCOPE

Facebook
Connect

software security
no secure element
1-factor

1

unverified ID

limited

Sezame

software security
no secure element
multi-factor

“1

unverified ID

limited

Mobile
Connect

o)
|

software security
secure element
2-factors

“

unverified ID

medium

PKI-SIM

Solutions
MOBIIL-§D

software security
secure element
multi-factor

&

verified ID

extensive

software security
secure element
multi-factor

&

verified ID

extensive

“HIGH"

LEVEL of ASSURANCE
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to prove it's you

Our Services

4 strong enablers for every
process digitalization project
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Easy

Usme s highly secured
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User action

O

Smartphone
iOS or Android

Application (Software)

« Gemalto SDK
« ID data are not on the Smartphone
+ Native development by K‘ADDROACH

Network Operators (Hardware)

+ SIM binding
 Transaction security checks
« User Phone Account status checks

Internal Processes
« IS027001 certified



Control

Easy

Our architecture

ID Registrar

 ID transfer during
enrolment

« ID management
(unblock, update)
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Customer

BMID Back End

MNO Gateway

I
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Mobile Network

+ SIM binding during enrolment
» Access to SIM as secure
element on every transaction

QES platform




Our architecture

ID Registrar

interface

ID registrar
(SOAP)
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I'm 100%
in control

Belgian Mobile ID respects the
guidelines provided by
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No commercial use
of my data



Secure
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m Login with itsme

Aandstad

Log in online sccount
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&f) Share ID with itsifie

* no more form to fill in

* easy onboarding of
clients

 100% accurate data

« verified ID

* replaces KYC process

transparent

statement

visitor



— ) Login with itsnfe

« 1 single login for all
touchpoints

» strong authentication
within 1 app

« always the same easy

process at different

partners

fitness club
FE
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@ Confirm with itsnfe i

* no more card readers

* easy and fast
confirmation of orders

* secure approval
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transfer medical rec.
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. donation booking
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Questions?

Please come visit us at our Exhibition Booth 08/C130

' Approach Belgium
‘ ' Cyber-Security Consulting & Development Services
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