
Digital trust through 
frictionless KYC and 
digital signature
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Agenda
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• What is Digital Trust?

• Why we need trust?

• Zoom on two trust services:

• Electronic Identification and KYC

• Electronic Signature



What is Digital trust?
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Trust services are defined in a regulation
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eIDAS defines 5 trust services on top of eID
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eIdentification Trust Services

eSignature eTimestamp Web 

Certificate

eSeal Electronic

Registered 

Delivery Service



The need for secure electronic identification

7



The need for secure electronic identification
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When was 
this editorial 
cartoon 
published?
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The need for secure electronic signature
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Trust services 
must be 
frictionless!
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eIDAS defines 5 trust services on top of eID
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eIdentification Trust Services

eSignature eTimestamp Web 

Certificate

eSeal Electronic

Registered 

Delivery Service



Electronic 
identification and KYC
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KYC objectives
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Verifying customers’ 

identity

Assessing their 

suitability



Question
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What is a 

verified identity?



Criterias are defined by a specific eIDAS regulation
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CIR 2015/1502



Three levels are defined by the legislation
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Low

Substantial

High



What will define your level?
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Enrolement AuthenticationeIDmanagement

Design, revocation, renewal

Organization



Ramping up the levels
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On the ID proofing aspects

Form fill SMS OTP Selfie 
sending

Passport 
upload

Automated 
matching

Conference 
call

Face to face

John Doe

01-01-1970
1234



Which level for me?
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The eIDAS regulation is 
expecting a high level for 

financial transactions

(but it is only a guidance to other 

regulatory bodies)



Implementing the KYC process
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“Do it yourself” Use an identity provider

Two 
solutions



Doing your KYC process yourself
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1. Define the level you want to reach

2. Define the id data you want to collect

3. Define the validation sources

4. Define the validation checks

5. Define how will be managed false-positives 

and false negatives



Performing ID proofing
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Human intelligence Artificial intelligence

Two 
solutions



Pros and Cons
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• Very fast to start

• More complex judgement

• Fatigue degrades 

performance

• Slow

• Hard to deal with unfamiliar 

faces

• Never tires

• Faster

• More precise and 

quantitative

• No clear feedback on 

failure

• Needs to be trained

• More implementation cost



Artificial intelligence proofing today
There is quite a few players

all right reserved 29



Artificial intelligence proofing today
Considerations to take when choosing a product
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• What are the checks performed?

• Are they connected to third-parties?

• What kind of output is provided?

• What are the supported official documents?

• How seamless is the integration?

• What is the failure rate?



Conclusion
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Define the level of 

assurance needed

1
Decide if you 

internalize or 

externalize KYC

2
Make sure your KYC 

implements the 

minimum eIDAS

requirements

3



Digital signature

all right reserved 32



Multiple types of signature
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Simple QualifiedAdvanced

Must enforce some requirements

No automatic legal value



Don’t do qualified signature yourself! 
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You will have to:

• Get accredited (long process)

• Implement an ISMS (ISO 27001 with extra 

requirements)

• Prove that you have sufficient financial resources

• Use qualified hardware

• And many more!



Use a partner
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When choosing a solution, think about
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• Is the solution generating eIDAS qualified 

signatures?

• How is the identity provided?

• How handy is the solution for the signatory?

• How the solution integrates to other products?

• What kind of files can be signed?



Looking for a partner?
Qualified partners are listed on the EU website
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Conclusion
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Define the level of 

signature needed

1

Work with a partner. 2

You can DIY. Base 

your solution on use 

case and risk appetite.
2

Qualified 

Not qualified 



Need support? We would be glad to help you!
Digital Identity & Trust Services are key items of our portfolio of solutions
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Security  
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APPROACH LOUVAIN-LA-NEUVE 

7 rue Edouard Belin 1435 Mont-Saint-Guibert 

Tel : +32 10 83 21 10         Email : Sales@approach.be Website :  www.approach.be

APPROACH ANTWERPEN

1-3 Rouaansekaai 2000 Antwerpen

Thank you ! 
Let’s keep in touch
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