"‘ Inspiring the cyber security community

APPROACH

SENIOR PENETRATION TESTER

THE BEST WAY TO A GREAT CAREER IN CYBER SECURITY

Your Role

We are looking for a PENETRATION TESTER WITH A STRONG RECORD OR RED TEAMING
ENGAGEMENT to integrate our Security Operations Centre. You will take part in stimulating
offensive assignments which will include technical security assessments for different
environments including applications, infrastructure, network and internet of things (loT).

Your main mission will consist of:

e Application, infrastructure, network and loT penetration testing and red teaming
exercises,

Reverse engineering, proof of concept and exploit development in different languages,
Highly valuable reports production and presentation to your clients,

Security reviews of information security solutions in our CyberLab,

Continuous improvement of the current security landscape,

Punctual meetings with your clients in order to identify their needs and scope your
pentest projects.

Your profile

At first, we are looking for someone passionate about pentesting.

Bachelor or a Master degree or equivalent by experience,

¢ Minimum 3 to 4 years’ experience in pentesting and red teaming activities, handling
security principles and intrusion tools,

¢ Good understanding of network concepts and architecture,
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o Deep analytical skills and structured thinking to apply pentesting methodologies like
OWASP,

o An excellent spoken and written English,

Uncompromised integrity: you respect the confidentiality of both client and company

information,

Curious to find the smallest failure that could become a huge risk,
Excellent communicator and impactful presenter,

Humility to learn from your colleagues’ expertise,

Proactive to look for information by yourself.

Considered as a plus:

¢ Information security certifications such as: OSCP, OSEP, CRTO, CRTP,
e Mastering one of the following C2 technologies: Empire, Covenant, Cobalt Strike,
e The ability to speak, write and understand French or Dutch.
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