"‘ Inspiring the cybersecurity community

APPROACH

CYBERSECURITY ENGINEER

THE BEST WAY TO A GREAT CAREER IN CYBERSECURITY

Do you want to boost your skills and join a European scale-up in Cybersecurity?

If you are passionate about CyeersecuriTy, join ApproAacH! You will have the advantage of working
ina HUMAN-scaLE comPANY Where everyone makes the difference. You will join a team of experts
with a friendly atmosphere and have the opportunity to BROADEN YOUR FUTURE CAREER according to
your background and interests.

Your Role

We are looking for a Cyber Security Engineer to join our cyber security department. You will take
part in stimulating assignments, and your missions will consist of:

e Be anintegral part of our cyber security solution for our customers

e Participate in cyber security integration projects

¢ Implement protective, detective, and response technologies from our partners

e Define and submit security configuration and operations standards for security systems and
applications, including policy assessment and compliance tools.

e Develop and propose baseline security configurations for operating systems, applications,
networking, and communications equipment.

e Design and implement technical security mechanisms and technologies.

e Perform technical security audits.

By joining this project, you will have the opportunity to:

e Develop your competencies and level of expertise by a continuous and ongoing progression
and active participation in training sessions

e Further develop your consulting role regarding analytical capacity, see the overall picture,
and communicate with various stakeholders, including customers.

e You are recognised by the client as being professional in your area of expertise.

e Demonstrate your capability to work in a team and portray a positive attitude.
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Respect the confidentiality of both client and company information.

To be recognised as being trustworthy by your project leader or client: the precision of the
information, respect of commitments, quality of the work, respect the deadlines, adequate
reporting, ...

Capitalise on the experience acquired within the Practice.

Utilise or learn the tools or methodologies of the Practice and actively contribute to
developing these tools and methodologies.

Your profile

You have:

At least a Bachelor degree in IT
Minimum 2 years of relevant experience in IT Security

Advanced knowledge in the following domains is required:

Strong practices in the secure configuration of servers, virtual systems, network and cloud
services.

Network security: protocols, secure architecture, wifi, secure remote access.

Network segmentation, Mail and Web services, Firewalls, IDS and IPS

Linux and Windows operating Systems hardening.

Cloud Secure Architecture

Vulnerability management

Active Directory and Azure AD

Microsoft Azure

CIS Benchmark

Good knowledge of the following security technologies is required:

Hardening and compliance tool: QS solutions CSAT, Microsoft Security Toolkit, OpenSCAP...
Microsoft SCCM, Intunes, Autopilot

Microsoft Azure, Defender ATP/Defender for Endpoints, and Sentinel, Azure Secure Score
Other SIEM technologies such as Splunk or ElasticSearch

Container Security: Docker, Kubernetes

Vulnerability scanner: Tenable, Nessus, Qualys ...
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e Security-focused Group Policies and Active Directory

e Virtualization solutions (VMWare, VirtualBox, XenApps, HyperV...)
e Antivirus and EDR solutions

e Scripting: python, powershell, KQL, ..

Considered as a plus:

e Certifications such as:

o MS-500, AZ-500

o CISSP, CCSP

o CCSK

o Vectra Cognito

o SANS cloud security, cyber defense operations
e Security architecture: SABSA, ...

Who are we?

APPROACH, founded in 2001, is a European scale-up specialising in CYBERSECURITY and PRIVACY.

Leveraging a large pool of certified professionals in GRC, Cybersecurity and Secure Development, we
strengthen businesses’ cybersecurity and RESILIENCE posture by adopting a risk-based and layered
security strategy.

We have a team of about 100 people spread over six locations in Belgium and Switzerland. We
encourage excellence, close COLLABORATION through regular team meetings, direct
COMMUNICATION and FEEDBACK, dynamism and fast decision-making.

Our staff is made up of seasoned talented, certified cybersecurity professionals who aim to
continuously expand and TRANSMIT their knowledge. Some are internationally recognised speakers
to leading associations such as the ISACA, IAPP, Infosecurity, FinTech Belgium just to name a few.

As an active MEMBER ofthe BELGIAN CYBER SECURITY COALITION and the Swiss TRUST VALLEY,
we are joining forces with a unique ecosystem of public authorities, academic institutions and
economic players.
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Moreover, we are committed to develop the NEXT GENERATION OF TALENTS. We regularly interact
with students from the universities and schools by organising workshops, classes and "capture the
flag" challenges in cybersecurity.

Why join us

Our fast sustainable growth and our leading market position offer you GREAT CAREER OPPORTUNITIES.
In addition, our broad client portfolio, ranging from the most innovative starTuPs to large
INTERNATIONAL ORGANISATIONS, gives you a unique opportunity to work on a variety of stimulating
projects with CUTTING-EDGE TECHNOLOGIES AND TOOLS.

At ArproAcH, we do not view training and certification as a marketing artefact. We encourage our
employees to BECOME CERTIFIED PROFESSIONALS and to constantly invest in the maintenance and
development of their knowledge. We are committed to continually investing in our talents through
TRAINING and COACHING.

Our offer
We offer you a VERY COMPETITIVE SALARY PACKAGE With extralegal benefits:

Meal vouchers and eco-cheques

Company car with fuel card

Attractive group insurance and supplementary pension fully financed by Approach
Hospitalisation Insurance for you and your familly

Training and learning opportunities

Compensation for home working and travel expenses

PC with internet connection

Cellphone subscription

AN N NN VAR

We take care of yourR woRk-LIFE BALANCE and YOUR WELL-BEING at work. We offer you a FLEXIBLE
AND PLEASANT WORK ENVIRONNEMENT across six locations in Belgium (Louvain-la-Neuve and
Antwerp) and, for those willing to travel, Switzerland (Geneva, Lausanne, Neuchatel, Zurich), including
the possibility to work from home and from our client locations depending on the needs.
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And last but not least, by joining Approach, you will participate in FUNNY AND FRIENDLY team
building activities and company events to CELEBRATE TOGETHER.

Interested?

Don’t wait and send us your application to jobs@approach.be. We will get back to you within seven
working days!
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